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1	Decision/action requested
It is proposed to add contents into clause 4.8.
2	References
	[1] 3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
     [2] ETSI GR NFV-SEC 007: “ Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments

3	Rationale
This contribution analyzes the gaps between SECAM assurance levels for physical network products and for 3GPP virtualized network products and adds contents into clause 4.8.

4	Detailed proposal
****************** Start of the first change ******************
[bookmark: _Toc456274601][bookmark: _Toc457562828][bookmark: _Toc12623323]2	References
Editor’s Note: This clause will outline that the present document contains references. 
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
	[1]  3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products"
	[2]  3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
	[3]  3GPP TR 33.117: “Catalogue of general security assurance requirements”
	[4]  3GPP TR 21.905:” Vocabulary for 3GPP Specifications”
[5] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualized network functions"
[6] ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
[7] GSMA Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process
      [x] ETSI GR NFV-SEC 007: "Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments"
****************** End of the first change ******************

****************** Start of the second change ******************
[bookmark: _Toc476648063][bookmark: _Toc3495521]4.8	SECAM Assurance level for 3GPP virtualized network products
[bookmark: _Toc3495522]4.8.1	Gap analysis
Editor’s Note: This clause will identify the gap between SECAM assurance level for physical network products and 3GPP virtualized network products.
SECAM assurance level for 3GPP physical network products was analyzed in clause 4.8 of TR33.916[1]. This analysis about SECAM assurance level is general and can be applicable to all of the network products, regardless of whether the network product is physical network product or virtualized network product. In addition, per network product class being considered only one SECAM assurance level could reduce the complexity of the network product evaluation. So, SECAM of the virtualized network products also considers only one assurance level per virtualized network product class.
Otherwise, ETSI GR NFV-SEC 007[x] defined six levels of assurance (LoAs) of trust for NFV system. These LoAs can be referred and it needs to be checked whether requirements in these LoAs are needed to be considered for SCAS of 3GPP virtualized network products.   
[bookmark: _Toc3495523]4.8.2	SECAM Assurance level
Editor’s Note: This clause will summarize SECAM assurance level for 3GPP virtualized network products.
Compared to SECAM assurance level for 3GPP physical network products, SECAM assurance level for 3GPP virtualized network products also considers only one assurance level per 3GPP virtualized network product class. In addition, it needs to be checked whether requirements in LoAs proposed in ETSI GR NFV-SEC 007 [x] are needed to be considered for SCAS in SECAM assurance level.
****************** End of the second change ******************

